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1. Specifications 

The ONE Sync module offers you automated data processing. 

It allows you to link OPTIMA data and external data automatically and if necessary on a 
recurring basis, according to the desired parameters. 

 

Features: 

• Import users from XML file 

• Import users to XML file 

• Active Directory LDAP synchronization 

• HTTP query synchronisation 

• Export queries 

 

The configuration of these functionalities requires skills in the fields concerned. 

 

2. ONE Sync module 

The ONE SYNC module must be activated to have access to the automatic data processing 
function. 

To activate the automated processing management module, press ‘Activate’ in the 
Configuration/Installation administration/Additional modules menu. You will be asked for an 
activation code. 

       

Fig. 1: Activate /accces to ONE Sync. 

 

The module is available from the Operation menu / Site control / Automated processing 
management module. 
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3. Automated processing management 

3.1 Adding a process 

Please add a new treatment by pressing  

 

Fig. 2: Process list. 

Enter the description, the type, the scheduling (optional start date of processing), the type of 
processing. 

 
The “Generate a detailed execution report” box allows you to obtain a detailed file for each 
processing execution. 
We recommend unchecking the box in the case of repeated processing to avoid unnecessarily 
filling up the 153 MB dedicated memory (purging is available). 
You can check the box only to get the details in case of malfunction. 

 

3.2 Run a process 

You can manually launch an existing process by clicking on  

  

Fig. 3: Manual execution of a process. 

3.3 Process execution log 

Click on  to view all the processing execution logs. 
You also get the processing log for each of them (if processing available in the list of pro-
cessing). 

 

Fig. 4: Detailed execution report. 

Click on the icon  to consult the details of the execution report. 
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Fig. 5: Detailed report. 

 

If the treatment had the appropriate option checked, download the detailed report to view the 
details. 

 

3.4 Importing a treatement 

Click on  to import a new custom process. 

Please contact your sales department for more information. 

         

Fig. 6: Import processing type. 

 

3.5 Edit processing 

Complete the processing parameters according to the type of processing selected. 

Details are available in the following paragraphs. 
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4. Import users from XML file 

 

                         

 

 

Audience  

Experienced users or IT specialists. 

 

Requirement  

Knowledge of access control, management of an FTP server and have notions of the XML language 
and the ONE Sync module activated. 

 

Purpose 

Interface your OPTIMA Box with third-party applications, for the creation, modification or 
deletion of badges. 

 

Typical use case 
You want to use software other than OPTIMA® to manage your users and their access rights. 
This software is then able to generate XML files, containing the information 

“Users” defined. These files will then be processed by OPTIMA®, which will save this 
information in its database and configure the control units with the new access rights. 

XML files are retrieved from an existing FTP/SFTP/FTPS server. 

Each XML file processed is deleted (even if the file does not comply). 
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Remote FTP server 

Create a folder in your FTP/SFTP/FTPS server by giving a user all rights (read and write) since 
the XML files present in this folder will be processed one by one, from the oldest to the most re-
cent. They are erased after processing. 

 
Fig. 7: FTP server. 

4.1 General settings 

Add a new process, and fill in the general parameters in terms of: 

• Name 

• Type: select XML synchronization 

• Scheduling: leave empty unless you want to specify a start date for the start of treatment 

• Recurrence: select the desired recurrence: we recommend Minute / 1 

• Box "Generate a detailed execution report" checked if necessary 

 

Fig. 8: General settings. 
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4.2 Process settings 

Please complete : 

• FTP server settings 

 

• Synchronisation settings 

 

• Action field value for modification: Value that the "action" field will take to carry 
out a modification on a badge. 

• Action field value for addition: Value that the "action" field will take to add a badge. 

• Action field value for deletion: Value that the "action" field will take to carry out a 
badge deletion. 
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✓ Date check: Indicates whether a <date_fichier></date_fichier> field is present in your 

XML file and whether it must be checked. If this option is checked, the XML file being 

processed must have a “file_date” that is more recent than that of the last file processed. 

✓ Insert undefined fields (Additional info): indicates whether the fields contained in your 

XML file and not previously defined must be inserted in the additional information of the 

badge file. We will see later that it is preferable not to check this box and to add a node 

<additional_info> to your XML file. 

 

✓ Overwrite existing badges: indicates whether adding an existing badge number in 

OPTIMA® will overwrite the previous one. If this box is not checked, the add action will 

be canceled if the badge code already exists. 

 

✓ Presence of a validation field: indicates whether your file will contain a <Valid /> or 
<Cancelled /> field per badge, allowing you to add or delete a badge respectively. 

 

4.3 XML tags 

The "Example XML" file allows you to automatically generate an XML file template corresponding to 

the information provided: 

 
Fig. 9 : XML tags. 
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Exemple : 

 

Fig. 10: XML file sample. 

It should be noted that the values entered for the "Main node", "Badge code", "Start of validity", 
"End of validity", "Name", "First name", "Group" and "Action" fields must respect the XML stand-
ard and, therefore, not contain accents, spaces or other special characters. 
 

✓ Main node: it is not the main node of your XML file but the node encompassing all 

the information of the badge. This field must be filled in and contain the name of the 

node. 

✓ Badge_code : name of the field containing the badge code. Required field. 

✓ Start of validity : the name of the field containing the validity start date. Required 

Field. If you do not want to specify a validity start date, this field must still be created 

and may contain a null value. 

✓ End of validity : name of the field containing the expiry date. Required field. If you do 

not want to specify an expiry date, this field must still be created and may contain a 

null value.  

✓ Last name : name of the field containing the last name. This field is required. If you 

do not want to specify a last name, this field must still be created and may contain a 

null value. 

✓ First name : name of the field containing the user's first name. Required Field. If you 

do not want to specify a user's first name, this field must still be created and may con-

tain a null value.  

✓ Group : Name of the field containing the user group, as defined and spelled under 

OPTIMA®. Required field. If you do not want to specify a user group, this field must 

still be created and may contain a null value. 

✓ Number of passages: name of the field containing the number of passages and the 

number of passages remaining from the user. 
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✓ License plate: name of the field containing the license plate number in the form of a 

string of characters without spaces 

✓ Action : name of the field containing the action to be performed for a given badge. 

Mandatory field if "Presence of a validation field" is unchecked. Otherwise, "action" 

will not be taken into account. 

4.4 Some examples 

Standard configuration  

With the following processing parameters: 
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Result in the software, the badge has been created (or modified if already existing): 

  
 Fig. 11: Owner 11. 
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The configuration with CRC Control and Date Control 
 
With the following processing parameters: 
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Notes in this example : 

✓ The main node of the XML file is here <access> but can take any name according to the 

XML standard (<root>, <Borne>, etc ...) is accepted. It does not need to be defined in the 

side setting under OPTIMA®. 

✓ The CRC field is defined and will allow validation of the XML file or not by the software. 

This field must be defined by the <crc> tag. 

✓ The field <date_file> is also defined and will allow a check on the date, as explained 

above. 

✓ The main node <user> defined in the software includes the information of the badges to 

be added. 

✓ Included in this node are the mandatory fields as defined in OPTIMA®. 

✓ To add additional fields, an <additional_info> node has been added; it contains a list of 

fields and values to add to the additional information of the badge card. 

✓ Even if a field does not contain any values, such as the fields <start_validity> and 

<end_validity> of the first badge, these fields must be present (like the other mandatory 

fields mentioned above). 

The value of the <action> field is 2, which is a badge addition command, as defined under 
OPTIMA®; the result of the processing of this file by the software will be the creation of 3 
badges 

Result in the software: three badges were created: 

 

 Fig. 12: List of users. 

 

The badge files created: 

User 8 is indeed part of the "salle de réunion" group and has no defined validity dates. It 

should be noted that the "meeting room" group was created beforehand in Access control. 
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Fig. 13: Additional information for user 8. 

 

 

Fig. 14: Example validity date for user 13. 

If you use the same configuration, you want to modify badge 8 to assign it validity dates and at 

the same time delete badge 14, here is the XML file to generate: 
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Note that for a deletion, the values of the fields <code_badge> and <action> would have suf-

ficed. The code below would have given the same result: 

 

Use with Validated and Canceled fields 

Consider the following configuration: 

 

Fig. 15: Configuration with the presence of a validation field. 
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This configuration is suitable for the following type of XML file: 

 

Notes in this example :  

✓ The option "presence of a validation field" has been checked in the configuration: the 

empty fields <Validee/> and <Annulee /> will respectively allow to add or delete a badge. 

✓ The option "Insert undefined fields in additional information" has been checked in the 

configuration: the "Montant" field that has not been defined will be automatically created 

and present in "additional information" of the badge file . 

✓ The option "Overwrite already existing badges" is checked: the addition of an already ex-

isting badge will result in the replacement of the old badge information with the new one. 

This option can thus allow the modification of the information of a badge. 
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✓ The result in the software of the creation of the badge 99 (Note that the "PZ" Group was 

created beforehand in OPTIMA® access control) : 

Update the user 99 : 

 

 

Update of the validity date of a badge and removal of the limitation on the number of pas-
sages : 

 

✓ In this example, badge no. 150 is updated with a validity date between 05/30/2017 at 

12:00 p.m. and 12/30/2017 at 12:00 p.m. 

✓ The Passages counter initialized to -1 will remove the limitation of the number of pas-

sages of the user. 
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5. Export users to XML file 

 

                         

Audience  
Experienced users or IT specialists. 

 

Requirement  

Knowledge of access control, management of an FTP server and have notions of the XML language 
and the ONE Sync module activated. 

 

Purpose 
Interface your OPTIMA Box with third-party applications, for the creation, modification or 
deletion of badges. 

 

Typical use case 

You want to automatically export the list of your users and their access rights to an external 
server at the desired frequency. 

You can synchronize the list of users using the import function included in ONE Sync to process 
these files from another OPTIMA. 

The XML files are exported from a 1st OPTIMA server, then imported by a 2nd OPTIMA server 
through an existing FTP/SFTP/FTPS server. 

 

Remote FTP server 

Create a folder in your FTP/SFTP/FTPS server by giving a user all rights (read and write) since 
the XML files present in this folder will be processed one by one, from the oldest to the most re-
cent. They are erased after processing. 

 
Fig. 16: FTP server. 
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5.1 General settings 

Add a new process, and fill in the general parameters in terms of: 

• Name 

• Type: select XML export 

• Scheduling: leave empty unless you want to specify a start date for the start of treatment 

• Recurrence: select the desired recurrence: we recommend Minute / 1 

• Box "Generate a detailed execution report" checked if necessary 

 

Fig. 17: General settings. 

5.2 Process settings 

Please complete : 

- FTP server settings 

 

Fig. 18: Server settings. 
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- Synchronization settings 

 

Fig. 19: Synchronization settings. 

 

• Action field value for modification: Value that the "action" field will take to carry 
out a modification on a badge. 

• Action field value for addition: Value that the "action" field will take to add a badge. 

• Action field value for deletion: Value that the "action" field will take to carry out a 
badge deletion. 

 

- Operation settings 

 

Fig. 20: Operation settings. 

 

• Export all users: check this box to export all users, generally to be used for the 1st 
processing. 

The export only concerns added/modified/deleted users if the box is unchecked. 

• Date check: Indicates whether a <date_fichier></date_fichier> field is present in your 

XML file and whether it must be checked. If this option is checked, the XML file being 

processed must have a “file_date” that is more recent than that of the last file pro-

cessed. 

• Presence of a validation field: indicates whether your file will contain a <Valid /> or 
<Cancelled /> field per badge, allowing you to add or delete a badge respectively. 
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6. LDAP Active Directory synchronisation 

 

Audience 
Experienced users or IT specialists. 

 

Requirement  

Knowledge in access control, management of an LDAP Active Directory. 

 

Purpose 

Update the list of OPTIMA Box users according to the LDAP Active Directory. 

 

Typical use case 
You want to use software other than OPTIMA® to manage your users and their access rights. 
Configure data synchronization rules with the desired data processing recurrence. 

 

6.1 General settings 

Add a new process, and fill in the general parameters in terms of: 

- Name 

- Type : select LDAP AD synchronisation 

- Scheduling : leave blank unless you want to specify a processing launch start date 

- Recurrence : select the desired recurrence of data processing 

- Box “Generate a detailed execution report” checked if you wish to obtain it 
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Fig. 21: Addition of AD LDAP synchronization processing. 

6.2 Processing settings 

Please complete : 

• AD connection settings 

 

Fig. 22: LDAP AD connexion settings. 

• Filter settings 

 

Fig. 23: LDAP AD connection parameters. 
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Ex base DN of search start: ou=utilisateurs,ou=POC,dc=poc-ad,dc=local 

Example of search 
filter::(&(objectClass=user)(objectClass=person)(memberOf=CN=Support_team,OU=Groupes,OU=
POC,DC=poc-ad,DC=local)) 

 

6.3 Synchronisation options 

Check the options corresponding to your needs. 

• Delete unidentified users among those imported by the process:  

Use with caution because some users of the OPTIMA database are deleted (depending on 
the search filter used). 

• Delete all unidentified users: 

Use with caution because only users from the LDAP directory database are kept in the OPTIMA 
database (depending on the search filter used). 

• Edit existing users added manually: 
If the option is not checked, existing users added manually in OPTIMA are not modified in 
relation to the data in the LDAP directory. 

 

Fig. 24: Synchronisation LDAP AD options. 

• Access rights: 

For each synchronization, define the access rights assignments for the users concerned 
by the search filter used. It will therefore be necessary to configure a filter on Access 
group (= “member of” of the LDAP directory) 

• The company(ies): all companies by default 

• Access groups : choose the access group to assign 

• Time ranges : « Group slot » by default 

• Validity period : unlimited (users modified only if expiry date not synchronized 
concerning the synchronization of user data) 
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Fig. 25: Access rights of LDAP AD users. 

• User data : 

Choose field mappings and assignment and synchronization options when processing 
data. 

The values correspond to existing attributes in LDAP Active Directory. 

You can change the values to your liking. 

 

Fig. 26: LDAP AD Field Mappings. 

Notes : 

• It is impossible to modify the LDAP badge number 

• An LDAP user whose badge number (employeeID) has been modified will not be processed in 
the ONE Sync processing (badge number = badge index in OPTIMA). 

• An LDAP user without a badge number (employeeID) can only be processed in ONE Sync if 
the Badge Number Assignment option is disabled: the badge number will be created 
automatically. 
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Fig. 27: No assignment Badge number = badge creation 
with automatically generated badge number. 

 

6.4 Examples in LDAP 

                           

          Group membership  (Membre de)                           User name (sn)     

 

                          

                   User's first name (givenName)                      Badge number (employeeID) 
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End of validity (accountExpires) 

 

                                   

          Licence plate (carLicense) : only one                  Number of passages remaining (operatorCount) 

 

 

 

 

 

 

 

 

 

 

User account (userAccountControl)                        Registration number (employeeNumber) 
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The LDAP userAccountControl status of “ACCOUNTDISABLE” sets the badge to “Suspended” in 
OPTIMA, unless the badge status is “Stolen” (it remains in “Stolen” status.) 

 

Results :  

 

 

Fig. 28: Results in OPTIMA 
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7. HTTP query synchronisation 

                         

Audience 
Experienced users or IT specialists. 

 

Requirement  

Knowledge in access control, HTTP request management. 

 

Purpose 

Interface your OPTIMA Box with third-party applications, by executing http requests with 
possible sending of arguments. 

 

Typical use case 
You wish to use software to receive one or more http requests transmitted by software automation based 
on predetermined conditions. 
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7.1 Add a treatment 

 

 Fig. 24: Adding a new treatment. 

7.2 Process settings 

Url address 

Enter the http method (GET/PUT/POST/DELETE) and the http string to run. 

 

Fig. 25: URl settings. 

Authorization settings 

Enter the desired values. 
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Fig. 26: Authorization settings. 

 

Body settings 

Enter the desired values. 

 

Fig. 27: Body settings. 

 

7.3 Configuring HTTP request execution 

From the Configuration/Software automation menu, add a new software automation for action: “Execute 
a process” 
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Fig. 28: http command using Software automation. 

 

 



8. Export queries 

 

                         

 

                         

 

 

Audience  
Experienced users or IT specialists. 

 

Requirement  

knowledge of access control, management of an FTP/SFTP/TFPS server and the ONE Sync mod-
ule activated. 

 

Purpose 

Interface your OPTIMA Box to export the results of advanced queries. 

 

Typical use case 
You want to save the results of advanced queries from access control to a folder on your 
FTP/SFTP/FTPS server. 

 

Remote FTP server 

Create a folder in your FTP/SFTP/FTPS server by giving a user all rights (read and write). 

 

 

 

 

 

 



OPTIMA® – ONE Sync -v1.4   p 34/35 
 

 

8.1 General settings 

Add a new process, and fill in the general parameters in terms of: 

• Name 

• Type: select Export Queries 

• Scheduling: leave empty unless you want to specify a start date for the start of treatment 

• Recurrence: select the desired recurrence 

• Box "Generate a detailed execution report" checked if necessary 

 

Fig. 7: General settings. 

 

8.2 Process settings 

Please complete : 

• FTP/SFTP/FTPS server settings 

• Select the advanced query and the number of rows to save 

 

Fig. 8: Process settings. 
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