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1. Specifications

The ONE Sync module offers you automated data processing.

It allows you to link OPTIMA data and external data automatically and if necessary on a
recurring basis, according to the desired parameters.

Features:
e Import users from XML file
e Import users to XML file
e Active Directory LDAP synchronization
e HTTP query synchronisation

e Export queries
The configuration of these functionalities requires skills in the fields concerned.

2. ONE Sync module

The ONE SYNC module must be activated to have access to the automatic data processing
function.

To activate the automated processing management module, press ‘Activate’ in the
Configuration/Installation administration/Additional modules menu. You will be asked for an
activation code.

OPERATION MENU

Events list

Events history
Zones exploitation
Presence time
Readers control

ONE SYNC

Advanced queries

Automated processing module

List of absences

Fig. 1: Activate /accces to ONE Sync.

The module is available from the Operation menu / Site control / Automated processing
management module.
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3. Automated processing management

3.1 Adding a process

Please add a new treatment by pressing | ApD |

PROCESS LIST

NAME STATUS LAST EXECUTION NEXT EXECUTION RECURRENCE

Fig. 2: Process list.

Enter the description, the type, the scheduling (optional start date of processing), the type of
processing.

The “Generate a detailed execution report” box allows you to obtain a detailed file for each
processing execution.

We recommend unchecking the box in the case of repeated processing to avoid unnecessarily
filling up the 153 MB dedicated memory (purging is available).

You can check the box only to get the details in case of malfunction.

3.2 Run a process

You can manually launch an existing process by clicking on m

PROCESS LIST

NAME TYPE STATUS LAST EXECUTION NEXT EXECUTION RECURRENCE ACTIONS

SYNCHRO LDAP LDAP AD synchronization Available 20220707 11:48 - °

Fig. 3: Manual execution of a process.

3.3 Process execution log

Click on to view all the processing execution logs.
You also get the processing log for each of them (if processing available in the list of pro-
cessing).

JOURNAL D'EXECUTION DU TRAITEMENT M W RETOUR

NOM DU TRAITEMENT DATE EXECUTION TYPE D'EXECUTION RESULTAT RAPPORT

XML SYNCHRO 2022-07-04 12:00:03 Automatique '

Fig. 4: Detailed execution report.

Click on the icon n to consult the details of the execution report.
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ECUTION LOG

Nombre dusagers ajoutés
Nombre dusagers modifiés
Nombre dusagers supprimés

Nembre d'erreurs de traitement

Fig. 5: Detailed report.

If the treatment had the appropriate option checked, download the detailed report to view the
details.

| XML SYNCHRO - Bloc-notes

Fichier Edition Format Affichage Aide

Début du traitement du fichier: '@ Badge complet.xml' 20822-07-04 12:00:02
Usager ajouté (écrasé): 5 - Doe John

Fin du traitement du fichier: '@ Badge complet.xml' 2022-07-04 12:00:03

3.4 Importing a treatement

Click on H to import a new custom process.
Please contact your sales department for more information.

IMPORT PROCESSING TYPE IMPORT PROCESSING TYPE

5]
Successfully imported processing type:
ONE Blue Synchronisation

Click to select a type of work on your PC

Fig. 6: Import processing type.

3.5 Edit processing

Complete the processing parameters according to the type of processing selected.

Details are available in the following paragraphs.
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4. Import users from XML file

Audience

Experienced users or IT specialists.

Requirement

Knowledge of access control, management of an FTP server and have notions of the XML language
and the ONE Sync module activated.

Purpose

Interface your OPTIMA Box with third-party applications, for the creation, modification or
deletion of badges.

Typical use case

You want to use software other than OPTIMA® to manage your users and their access rights.
This software is then able to generate XML files, containing the information

“Users” defined. These files will then be processed by OPTIMA®, which will save this
information in its database and configure the control units with the new access rights.

XML files are retrieved from an existing FTP/SFTP/FTPS server.
Each XML file processed is deleted (even if the file does not comply).
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Remote FTP server

Create a folder in your FTP/SFTP/FTPS server by giving a user all rights (read and write) since
the XML files present in this folder will be processed one by one, from the oldest to the most re-
cent. They are erased after processing.

Canal de contrile

Client FTP Serveur FTP

Canal de données

Fig. 7: FTP server.

4.1 General settings

Add a new process, and fill in the general parameters in terms of:
e Name
e Type: select XML synchronization
e Scheduling: leave empty unless you want to specify a start date for the start of treatment
e Recurrence: select the desired recurrence: we recommend Minute / 1

e Box "Generate a detailed execution report" checked if necessary

ADD PROCESSING

E PROCESSING SETTINGS

Name s

XML SYNCHRO XML synchronization

Scheduling

Fig. 8: General settings.
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4.2 Process settings

Please complete :

e FTP server settings

ADD PROCESSING

¢ GENERAL SETTINGS

SERVER CONNECTION

SETTINGS
OPTIONS
XML TAGS

EXAMPLE

e Synchronisation settings

ADD PROCESSING

¢ GENERAL SETTINGS

SYNCHRONIZATION SETTINGS

SERVER

OPTIONS

XML TAGS

EXAMPLE

e Action field value for modification: Value that the "action" field will take to carry

out a modification on a badge.

e Action field value for addition: Value that the "action” field will take to add a badge.

e Action field value for deletion: Value that the "action" field will take to carry out a

badge deletion.

ADD PROCESSING
L3 GENERAL SETTINGS

OPERATING OPTIONS
SERVER

SETTINGS

XML TAGS

EXAMPLE
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v' Date check: Indicates whether a <date_fichier></date_fichier> field is present in your
XML file and whether it must be checked. If this option is checked, the XML file being
processed must have a “file_date” that is more recent than that of the last file processed.

v Insert undefined fields (Additional info): indicates whether the fields contained in your
XML file and not previously defined must be inserted in the additional information of the
badge file. We will see later that it is preferable not to check this box and to add a node

<additional_info> to your XML file.

v Overwrite existing badges: indicates whether adding an existing badge number in
OPTIMA® will overwrite the previous one. If this box is not checked, the add action will

be canceled if the badge code already exists.

v" Presence of a validation field: indicates whether your file will contain a <Valid /> or
<Cancelled /> field per badge, allowing you to add or delete a badge respectively.

4.3 XML tags

The "Example XML" file allows you to automatically generate an XML file template corresponding to

the information provided:

ADD PROCESSING

£X GENERAL SETTINGS

FIELD MATCH

Fig. 9 : XML tags.
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Exemple :

Fig. 10: XML file sample.

It should be noted that the values entered for the "Main node", "Badge code", "Start of validity",
"End of validity", "Name", "First name", "Group" and "Action" fields must respect the XML stand-
ard and, therefore, not contain accents, spaces or other special characters.

v" Main node: it is not the main node of your XML file but the node encompassing all
the information of the badge. This field must be filled in and contain the name of the
node.

v' Badge_code : name of the field containing the badge code. Required field.

v’ Start of validity : the name of the field containing the validity start date. Required
Field. If you do not want to specify a validity start date, this field must still be created
and may contain a null value.

v" End of validity : name of the field containing the expiry date. Required field. If you do
not want to specify an expiry date, this field must still be created and may contain a
null value.

v' Last name : name of the field containing the last name. This field is required. If you
do not want to specify a last name, this field must still be created and may contain a
null value.

v First name : name of the field containing the user's first name. Required Field. If you
do not want to specify a user's first name, this field must still be created and may con-
tain a null value.

v' Group : Name of the field containing the user group, as defined and spelled under
OPTIMA®. Required field. If you do not want to specify a user group, this field must
still be created and may contain a null value.

v" Number of passages: name of the field containing the number of passages and the

number of passages remaining from the user.
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v License plate: name of the field containing the license plate number in the form of a

string of characters without spaces

v'Action : name of the field containing the action to be performed for a given badge.

Mandatory field if "Presence of a validation field" is unchecked. Otherwise, "action"
will not be taken into account.

4.4 Some examples

Standard configuration

With the following processing parameters:

X GENERAL SETTINGS

SERVEUR FTP
PARAMETRES

OPTIONS

EXAMPLE

<?xml version='1.0' 2>
|<root>

|<utilisateur>
<code_badge>11</code_badge>

CORRESPONDANCE DES CHAMPS

utilisateur

compteurPassage

action

<debut validite>2022-01-01 00:01</debut validite>
<fin validite>2024-01-01 23:59</fin validite>

<nom>Martin</nom>
<prencm>Pierre</prenom>
<groupe>Atelier</groupe>

<compteurPassage>100</compteurPassage>

<immatriculation>AB123Y2Z</immatriculation>
<action>2</action> <!-- Put 1 to update a badge, put 2 to add a badge, put3 to delete a badge --—>
|<!—— to add some additionnal fields, uncomment the following code :<infos_complementaire>

<addionnalFieldl></addionnalFieldl>
<addionnalField2»</addionnalField2>
-</infos_complementaire> -->
-</utilisateur>

-</root>

OPTIMA® — ONE Sync -v1.4

Numéro du badge
code_badge
prenom

Date de fin de validité
fin_validite

Fla

immat lation

immatriculation
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Result in the software, the badge has been created (or modified if already existing):
BADGE OWNER

IDENTITY BADGE ACCESS ~ STATE  FURT
BADGE NUMBER

1 7/

SPECIFICATIONS

Start lidity

01/01/2022 00:01

End of validity

01/01/2024 23:59 LICENSE PLATE

aut  (+6 others)

AB123YZ
Accompanied by

Fig. 11: Owner 11.
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The configuration with CRC Control and Date Control

With the following processing parameters:

<?xml wve
<accesk
<crc
<dat
<uti

</ut
<uti

</ut
<uti

</ut

</acces>

rezion="1.0" encoding="utf-8" 2>

>B619</crc>
e fichier>14/06/2017 12:00:00</date fichier>
lisateur>
<code_badge>8</code_badge>
<debut_vwalidite/>
<fin walidite>
</fin wvalidite>
<nom>Duponr</nom>
“<prencm>Marcel</prenom>
<groupe>Salle de réunion</groupe>
<compteurPassage>100</compteurPassage>
<action>2</action>
<infos complementaires>
<age>33</age>
</infos_complementaires>
ilisateur>
lisateur>
<code badge>13</code badge>
{debut_validite>12/0?f201? 11:00:00</debut_validite>
<fin validite>25/12/2017 12:00:00</fin_validite>
<nom>Durand</nom>
<prenom>Jean</prenom>
<groupe>Labo</groupe>
<compteurPassage/>
<action>2</action>
<infos_complementaires>
<ager27</age>
</infos complementaires>
ilisateur>
li=ateur>
<code badge>l4</code badge>
<debut_wvalidite>10/11/2017 11:00:00</desbut validite>
<fin validite>31/12/2017 12:00:00</£fin_validite>
<nom>Martin</nom>
<prenom>Jacques</prenom>
<groupe>Labo</groups>
<compteurPassage/>
<action>2</action>
<infos complementaires>
<age>b9</age>
</infos_complementaires>

ilisateur>

OPTIMA® — ONE Sync -v1.4
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Notes in this example :

v

The main node of the XML file is here <access> but can take any name according to the
XML standard (<root>, <Borne>, etc ...) is accepted. It does not need to be defined in the
side setting under OPTIMA®.

The CRC field is defined and will allow validation of the XML file or not by the software.
This field must be defined by the <crc> tag.

The field <date_file> is also defined and will allow a check on the date, as explained
above.

The main node <user> defined in the software includes the information of the badges to
be added.

Included in this node are the mandatory fields as defined in OPTIMA®.

To add additional fields, an <additional_info> node has been added; it contains a list of
fields and values to add to the additional information of the badge card.

Even if a field does not contain any values, such as the fields <start_validity> and
<end_validity> of the first badge, these fields must be present (like the other mandatory

fields mentioned above).

The value of the <action> field is 2, which is a badge addition command, as defined under
OPTIMA®; the result of the processing of this file by the software will be the creation of 3
badges

Result in the software: three badges were created:

Fig. 12: List of users.

The badge files created:

User 8 is indeed part of the "salle de réunion” group and has no defined validity dates. It

should be noted that the "meeting room" group was created beforehand in Access control.
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IDENTIFIANT ~ ETAT NFORMATIO APLEMENTAIRES ~ EVENEMENTS

SPECIFICATIONS LECTEURS ADDITIONNELS

Vue lecteur

Piage noraire
Plage du groupe

Fig. 13: Additional information for user 8.

IDENTIFIANT  ETAT NFO 0 IPLEMENTAIRES VENEMENTS

SPECIFICATIONS LECTEURS ADDITIONNELS

Vue lecteur

Fig. 14: Example validity date for user 13.

If you use the same configuration, you want to modify badge 8 to assign it validity dates and at

the same time delete badge 14, here is the XML file to generate:

<?xml version="1.0" encoding="utf-8" %>
<acces>
<crc»CD5C</cre>
<date_fichier>l4/06f2017 13:00:00</date_fichier>
<utilisateur>
<code_badge>B</code badge>
<debut_validite>01/07/201? 00:00:00</debut_validite>
<fin_validite>30f12/2017 23:59:59</fin validite>
<nom>Duponr</nom>
<prenom>Marcel</prenom>
<groupe>Salle de réunion</groupe>
<compteurPassage>100</compteurPassage>
<action>l</action>
<infos_complementaires>
<age>33</age>
</infos_complementaires>
</utilisateur>
<utilisateur>
<code_badge>14</code_badge>
<debut_validite>10/11/201? 11:00:00</debut_validite>
<fin_validite>3lf12/2017 12:00:00</fin_validite>
<nom>Martin</nom>
<prenom>Jacques</prenom>
<groupe>Labo</groupe>
<compteurPassage/>
<action>3</action>
<infos_complementaires>
<age>59</age>
</infos_complementaires>
</utilisateur>
</acces>
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Note that for a deletion, the values of the fields <code badge> and <action> would have suf-

ficed. The code below would have given the same result:

<utilisateur>
<zode_hadger-14</code_badges
<debut_wvalidite/:>
<fin walidite/»
<nom
<prenom’ >
<groupes >
<action>3</action>
<inf03_c0mplementaires!>

<fucilizateurs>

Use with Validated and Canceled fields
Consider the following configuration:

EDITER LE TRAITEMENT

X PARAMETRES GENERAUX

OPTIONS DE FONCTIONNEMENT
SERVEUR FTP

PARAMETRES [ contréle de la date

BALISES XML

EXEMPLE

ENREGISTRER

Fig. 15: Configuration with the presence of a validation field.
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This configuration is suitable for the following type of XML file:

<Bornex

<Reservationx
<Nom:>Martin</MNom:
<Prencmw>Pierre</Prenoms:
<Debut>08-04-2008 01:00:00</Debut>
<Fin>20-04-2008 01:00:00</Fin>
<Montant>86</ Montants>
<Parking>PZ</Parking:
<Code>99</ Codex>
<Validee /=

</Rezervation>

<Reserwvation-
<Nom>Dupond- / Hom:-
<Prenom>Paul-</Prenom:
<Debut>19-03-2008 01:00:00</Debut>
<Fin>20-03-2008 01:00:00</Fin>
<Montant>85</ Montant>
<Parking>P3</Parking>
<Code>100</Codex
<Validees />

</Beservations>

<Reservation>
<Nomw:>Dur and-</ om:
<Prenonm>Jaciues</ Prenom:
<Debut/>
<Fin/>
<Montant>255</ Montant=>
<Parking>PZ</Parkinog>
<Codex101</Codex
<Validee /=

</Reservation>

<HBDrnE4

Notes in this example :

v' The option "presence of a validation field" has been checked in the configuration: the
empty fields <Validee/> and <Annulee /> will respectively allow to add or delete a badge.

v" The option "Insert undefined fields in additional information" has been checked in the
configuration: the "Montant" field that has not been defined will be automatically created

and present in "additional information” of the badge file .

v" The option "Overwrite already existing badges" is checked: the addition of an already ex-
isting badge will result in the replacement of the old badge information with the new one.

This option can thus allow the modification of the information of a badge.
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v" The result in the software of the creation of the badge 99 (Note that the "PZ" Group was

created beforehand in OPTIMA® access control) :

Update the user 99 :

<Bornex
<Reservation:
<MNom-Martin</Nom:=
<Prenom:=Pierre</Prenom:-
<Debut>01f06f2008</ekbut>
<Fin>30/0672008</Fin>
<Montant>1987</ Montant>
<Parking>PZ</Parking:>
<Code>99</ Codea
<Walidee />
</HReservations
</Bornex

Update of the validity date of a badge and removal of the limitation on the number of pas-
sages :

<root>

<utilisateur>

<code_badge>150</code_badge>
<debut_walidite>30/05/2017 12:00:00</debut_wvalidite>
<fin validite>30/12/2017 12:00:00</fin validite>
<nomrAntonin</nom>

<prenom>Lola</prenoms

<groupe>Eden</groupe>
<ocompteurPassager—1</compteurPassage>
<action>»l</action>

</utilisateur>

</root>

v In this example, badge no. 150 is updated with a validity date between 05/30/2017 at
12:00 p.m. and 12/30/2017 at 12:00 p.m.

v' The Passages counter initialized to -1 will remove the limitation of the number of pas-

sages of the user.
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5. Export users to XML file

Audience

Experienced users or IT specialists.

Requirement

Knowledge of access control, management of an FTP server and have notions of the XML language
and the ONE Sync module activated.

Purpose

Interface your OPTIMA Box with third-party applications, for the creation, modification or
deletion of badges.

Typical use case

You want to automatically export the list of your users and their access rights to an external
server at the desired frequency.

You can synchronize the list of users using the import function included in ONE Sync to process
these files from another OPTIMA.

The XML files are exported from a 1st OPTIMA server, then imported by a 2nd OPTIMA server
through an existing FTP/SFTP/FTPS server.

Remote FTP server

Create a folder in your FTP/SFTP/FTPS server by giving a user all rights (read and write) since
the XML files present in this folder will be processed one by one, from the oldest to the most re-
cent. They are erased after processing.

Canal de contrile

10243
65535
1024 a
65535

Canal de données

Client FTP Serveur FTP

Fig. 16: FTP server.
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5.1 General settings

Add a new process, and fill in the general parameters in terms of:
e Name
e Type: select XML export
e Scheduling: leave empty unless you want to specify a start date for the start of treatment
e Recurrence: select the desired recurrence: we recommend Minute / 1

e Box "Generate a detailed execution report” checked if necessary

ADD PROCESSING

EJ PROCESSING SETTINGS

Type
Name XML export

Scheduling

Recurrence
None

Fig. 17: General settings.
5.2 Process settings

Please complete :
- FTP server settings

ADD PROCESSING
L3 GENERAL SETTINGS

SERVER CONNECTION

SETTINGS

OPTIONS

XML TAGS

EXAMPLE

Fig. 18: Server settings.
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- Synchronization settings

ADD PROCESSING

£ GENERAL SETTINGS

SYNCHRONIZATION SETTINGS
SERVER

OPTIONS

XML TAGS

EXAMPLE

Fig. 19: Synchronization settings.

e Action field value for modification: Value that the "action" field will take to carry
out a modification on a badge.

e Action field value for addition: Value that the "action” field will take to add a badge.

e Action field value for deletion: Value that the "action" field will take to carry out a
badge deletion.

- Operation settings

ADD PROCESSING
L3 GENERAL SETTINGS

OPERATING OPTIONS
SERVER

SETTINGS

XML TAGS

EXAMPLE

Fig. 20: Operation settings.

e EXxport all users: check this box to export all users, generally to be used for the 1st
processing.

The export only concerns added/modified/deleted users if the box is unchecked.

e Date check: Indicates whether a <date_fichier></date_fichier> field is present in your
XML file and whether it must be checked. If this option is checked, the XML file being
processed must have a “file_date” that is more recent than that of the last file pro-
cessed.

e Presence of a validation field: indicates whether your file will contain a <Valid /> or
<Cancelled /> field per badge, allowing you to add or delete a badge respectively.

OPTIMA® — ONE Sync -v1.4 p 21/35



6. LDAP Active Directory synchronisation

l /
Microsoft

Active Directory

N>

Audience

Experienced users or IT specialists.

Requirement
Knowledge in access control, management of an LDAP Active Directory.

Purpose
Update the list of OPTIMA Box users according to the LDAP Active Directory.

Typical use case

You want to use software other than OPTIMA® to manage your users and their access rights.
Configure data synchronization rules with the desired data processing recurrence.

6.1 General settings

Add a new process, and fill in the general parameters in terms of:
- Name
- Type : select LDAP AD synchronisation
- Scheduling : leave blank unless you want to specify a processing launch start date
- Recurrence : select the desired recurrence of data processing
- Box “Generate a detailed execution report” checked if you wish to obtain it
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ADD PROCESSING

ROCESSING SETTINGS

yoe
DAP AD synchronization

Fig. 21: Addition of AD LDAP synchronization processing.
6.2 Processing settings

Please complete :

e AD connection settings

ADD PROCESSING
€% GENERAL SETTINGS

CONNECTION SETTINGS

FILTER IP address

OPTIONS

Username

OWNERS DATA

Fig. 22: LDAP AD connexion settings.
e Filter settings

ADD PROCESSING

a GENERAL SETTINGS

FILTER SETTINGS
AD CONNECTION

Base DN of the object at which to start the search

OPTIONS
LDAF filter
ACCESS RIGHTS (&(objectClass=person)(objectClass=user))

OWNERS DATA

Fig. 23: LDAP AD connection parameters.

OPTIMA® — ONE Sync -v1.4 p 23/35



Ex base DN of search start: ou=utilisateurs,ou=POC,dc=poc-ad,dc=local

Example of search
filter::(&(objectClass=user)(objectClass=person)(memberOf=CN=Support_team,0OU=Groupes,OU=
POC,DC=poc-ad,DC=local))

6.3 Synchronisation options

Check the options corresponding to your needs.
e Delete unidentified users among those imported by the process:

Use with caution because some users of the OPTIMA database are deleted (depending on
the search filter used).

e Delete all unidentified users:

Use with caution because only users from the LDAP directory database are kept in the OPTIMA
database (depending on the search filter used).
e Edit existing users added manually:
If the option is not checked, existing users added manually in OPTIMA are not modified in
relation to the data in the LDAP directory.
ADD PROCESSING

* GENERAL SETTINGS

SYNCHRONIZATION OPTIONS
AD CONNECTION

FILTER [ Delete the owners not found among those imported by the process

[ Delete all owners not found

ACCESS RIGHTS [ Edit existing users added manually

OWNERS DATA

Fig. 24: Synchronisation LDAP AD options.
e Access rights:

For each synchronization, define the access rights assignments for the users concerned
by the search filter used. It will therefore be necessary to configure a filter on Access
group (= “member of” of the LDAP directory)

e The company(ies): all companies by default
e Access groups : choose the access group to assign
e Time ranges : « Group slot » by default

e Validity period : unlimited (users modified only if expiry date not synchronized
concerning the synchronization of user data)
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ADD PROCESSING

€2 GENERAL SETTINGS

OWNERS ACCESS RIGHTS
AD CONNECTION

FILTER Property Assign Synchroni Value

OPTIONS Companies O All companies

Access group Undefined

OWNERS DATA

O
Time Ranges D Group slot
O

Validity period

Fig. 25: Access rights of LDAP AD users.
e Userdata:

Choose field mappings and assignment and synchronization options when processing
data.

The values correspond to existing attributes in LDAP Active Directory.

You can change the values to your liking.
ADD PROCESSING

£X GENERAL SETTINGS

DATA FIELDS MATCHING
AD CONNECTION

FILTER Property
OPTIONS IBSnEme

ACCESS RIGHTS

First name givenName

Badge number employeelD
Validity date to accountExpires
Passings number O operatorCount

Reference number employeeNumber

Fig. 26: LDAP AD Field Mappings.
Notes :
* It is impossible to modify the LDAP badge number

* An LDAP user whose badge number (employeelD) has been modified will not be processed in
the ONE Sync processing (badge number = badge index in OPTIMA).

» An LDAP user without a badge number (employeelD) can only be processed in ONE Sync if
the Badge Number Assignment option is disabled: the badge number will be created
automatically.
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ADD PROCESSING

£ GENERA

AD CONNECTION

FILTER

OPTIONS

ACCESS RIGHTS

ETTINGS

DATA FIELDS MATCHING

erty

Last name

First name

Badge number

Validity date to

Passings number

Reference number

givenName

employeelD

accountExpires

operatorCount

employeeNumber

Fig. 27: No assignment Badge number = badge creation
with automatically generated badge number.

6.4 Examples in LDAP

Propriétés de: Lionel R ? X
Envionnement Sessions Contrtle & ditance
Profil des services Bureau  distance COM+ Editeur d attrbuts
Génirll  Admsse Compte Profi  Téléphones Organisation  Certficats publiés
Membre de Répication demot de passe  Appel entrant Objet Sécuté
Membre de
Nom

Dossier Services de domane Active Drectory
pport_ ocai /PO
Uksateurs dudo... poc-ad Jocal/Users

Aouter Supprimer

Groupe principal :  Ltiksateurs du domaine
I n'est pas utie de modfier le groupe pincipal, sauf 3 vous
disposez de cients Macintosh ou d appications compatibles
POSIX

Anrder

Propriétés de

Lionel R 7 x
Menbre de  Réphcationde mot de passe  Appelertint | Obiel Sécuté
Evronnemert Sessions Contrie 3 dstance
Géndal  Adwsss  Compts  Profl  Tééphonss Omansation  Cetfieats publés

Profil des services Bureau & dstance COM- Edteur d amrbuts
Agrbuts
Atrbut Valeur -~
shadowMax anen défini>
shadowMin nen défini>
shadowWaming <non défini>
showinAddressBock <o definiz
showinAdvancedvie. “non défini>
siDHestory <non déini>
«
street
sestadcress
abRefs
supplemertsCredant
systenflags
telephoneMumber v
< >
Mocifer Fitrer
ok ]| o e

Group membership (Membre de)

Propriétés de : Lionel R

Mentre de

Répicatin demot depasse Appel et
Ervaommement Sessions
Général  Adresse  Comple  Profi
Prof des senvices Bureau & distance COM-

Atass

At Valeur

ermpioyeel 567

emoioyseliumber  <nen déini>

employee Type <non défini>

extensionhame <non défir

facamie TelephaneN. . enan o

fags anon o

FSMORoleCrwmer non défi

cabageColPerod  cnan déé

gecos non o

generstonCusifer  non ol

okdNumber non déh

groupMembershp SAM cnon

arouoProrty anon déini>

<

Modfier
o

? X

Obiet Séeuné

Contrile & dstance
Téiéphones  Organisation  Cedficats pubis

Edeewr d'sttrbuts

User's first name (givenName)

OPTIMA® — ONE Sync -v1.4

User name (sn)

Propriétés de: Lionel R ? x
Membre de- Raplication de mot de passe Aopel entrart Objet Séuié
Enviorremert Sessions Cortrbie & detance
Génél  Adesse Comple  Profl  Tedghones Oganisaion  Cetficals publés
Prof des services Bursau & dstance COMs. Edteurd strbuts

Janbts

Hirtast Vaeur ~
destnationindicator anon défini:

daclayName Lonel

dspiayNamePrntatie <o déini

datngushedName  Ch=Lonsl ROU=Ltisateurs OU=POC.DC
duison

dSATgnBtuNe

dSCorPropagationD

dymamcLDAP Server

empioyeetumber anon défini

empioyeeType non défini:

extensionName non défini

facsmis TelephoneN cnon défin>

fiags <non défn> v
< >

Woder Farer

oo Ao

Badge number (employeelD)
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Propriétés de: Lionel R ? X

Membre de Réplication de mot de passe Appel entrant Objet Sécurité
Environnement Sessions Contrdle & distance
Profil des services Bureau 3 distance COM+ Editeur dattributs

Général  Adresse  Compte  Profil Téléphones ~ Organisation  Certficats publiés

Nom d'ouverture de session de |'utiisateur

[r | | @poc-adlocal v
Nom d'ouverture de session de |'utiisateur (anténeur & Windows 2000)
[Poc-Anov | [rest
Horaires d'accés... Se connecter 3...
[ Dévermouiller le compte
Options de compte
[ L'utiisateur devra changer le mot de passe A
[ Lutiisateur ne pect pas changer de mot de passe
[ Le mot de passe n'expire jamais
[ Enregistrer le mot de passe en utiisant un chiffrement réversible v
Date d'expiration du compte
O Jamais
®Fnde [samedi 31 décembre 2022 8]

[ok ]| Amuer || Aopluer Ade

Propriétés de: Lionel R ? X

Membre de Réplication de mot de passe Appel entrant Objet Sécurté

Environnement Sessions Contrdle 3 distance
Général  Adresse  Compte  Profi  Téléphones Organisation  Ceficats publiés
Profi des services Bureau & distance COM+ Editeur d attributs

Atributs
Attribut Valeur (o

accountNameHistory  <non défini>
aCSPolicyName <non défini>
adminCount <non défini>
adminDescription <non défini>
adminDisplayName <non défini>
a3t Securtyldentities <non défini>

assistant <non défini>

attributeCertificateAttri.. <mon défini>

audio <non défini>

badPasswordTime (jamais)

badPwdCount 0

businessCategory <non défini>

c <non défini> bs

< >
Modfier Fitrer

ok ]| Amder || Sophaver Ade

End of validity (accountExpires)

Propriétés de : Lionel R ? X

Membre de Réplication de mot de passe Appel entrant Objet Sécurité

Environnement Sessions Cortrble 3 distance
Général  Adresse Compte Profl  Téléphones Organisation  Cerificais publiés
Profil des services Bureau & distance COM+ Edteur d'attributs
Antrbuts
Attribut Valeur G
audo <non défini>
badPassword Time (jamais)
badPwdCourt 0
businessCategory <non défini>
< <non défini>
cn Lionel R
co <non défini>
codePage 0
ccomment <non défini>
‘company <non défini>
controlAccessRights <non défini>
couniryCode 0
dBCSPwd <non défini> =
< >
Modier  Bitrer

ok ]| Anuer Mophquer | Ade
Licence plate (carLicense) : only one

Propriétés de: Lionel R ? X
Membrede  Répication demctdepasse  Appelentrart  Objet Secuité
Enviromement Sessions Contrile & distance
Général  Adresse  Compte  Profl  Téléphones  Orgamisation  Cettficats publiés
Profil des services Bureau & distance COM+ Editeur d'attributs
Attrbuts
Attibut Valeur ~
textEncodedORAddr... <non défini>
thumbnailLogo <non défini>
thumbnail Pheto <non défini>
ttle <non défiri>
uid <non défini>
uidNumber <non defiri>
unicodePwd <non défini>
wnicHomeDirectory  <non défini»
wniclserPassword  <non défini
ud <non défini>
userfccountContrel 10202 = ( ACCOUNTDISABLE | NORMAL
Editeur d'attributs de type Entier bd
Attrbut : userAccountControl

Valeur :
i

e

[ ok || anuer || Aoplover || Ade |

User account (userAccountControl)
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Propriétés de : Lionel R

? X

Membre de Réplication de mot de passe Appel entrant Objet Sécunté

Environnement Sessions Contrdle 3 distance
Général  Adresse  Compte  Profi Téléphones  Organisation  Certificats publiés
Profil des services Bureau & distance COM+ Editeur d'attrbuts

Atrbuts

Attribut Valeur "

msTSWorkDirectory <non défini>

name Lionel R

networkAddress <non défini>

ntPwdHistory <non défini>

o <non défini>
| objectCategory CN=Person CN=Schema,CN=Configuration, [
| objectClass top: person; organizationalPerson; user
| objectGUID 572acd 1d-4464-44d-94c1-62657d7395cc

objectSid §-1-5-21-2622954818-4024721805-2284872

objectVersion <non défini>

\

| otherFacsmieTeleph... <non défini>

otherHomePhone <non défini>
otheripPhone <non défini> W
| € >
Modifier Fitrer

o [ o | [ toolauer

Number of passages remaining (operatorCount)
? X

Propriétés de: Lionel R

| Ade

Membre de Réplication de mot de passe Appel entrant Objet Sécurté
Environnement Sessions Contrdle & distance
Général  Adesse Compte Profl  Téléphones Organisaion Certficats publiés

Edteur

FProfil des senvices Bureau & distance: Com-
Atributs
Agtribut Valeur “
dynamicLDAPServer  <non défini>
employeelD 4567
employeeType <non défini>
extensionName <anon défini>
facsimile TelephoneN _  cnon défini>
flags <non défini>
FSMORoleCwner <non défini>
garbageCollPeriod <non défini>
gecos <non défini>
generationQualfier <non défini>
oidNumber <non défini>
givenName Lionel
aroupMembership SAM _ anon défini> "
< >
Mod#ier Fitrer

o] o | [ toplaer

d'atiributs

Registration number (employeeNumber)
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The LDAP userAccountControl status of “ACCOUNTDISABLE” sets the badge to “Suspended” in
OPTIMA, unless the badge status is “Stolen” (it remains in “Stolen” status.)

Results :

BADGE OWNER Modified 2 a1 11:48 AM by ADMINISTRATEUR [LDAP AD]

IDENTITY BAD STA FURTHER INFORMATION  LAST EVENTS

ADDITIONAL READERS

Reader view

Rodriguez

Lionel

BADGE OWNER

DENTITY ACCESSRIGHTS  BADGE ACCESS FURTHER INFORMATION  LAST EVENTS

BADGE STATUS. PRESENCE OF THE USER

PASSAGE LIMIT 'NUMBER OF REMAINING PASSAGES

0

) uniimied

DATE OF LASTVISIT LAST PASS READER

510412024 09:03

Fig. 28: Results in OPTIMA
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7. HTTP query synchronisation

Audience

Experienced users or IT specialists.

Requirement
Knowledge in access control, HTTP request management.

Purpose

Interface your OPTIMA Box with third-party applications, by executing http requests with
possible sending of arguments.

Typical use case

You wish to use software to receive one or more http requests transmitted by software automation based
on predetermined conditions.
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7.1 Add a treatment

ADD PROCESSING

Type
HTTP(s) query synchronization

Fig. 24: Adding a new treatment.
7.2 Process settings

Url address

Enter the http method (GET/PUT/POST/DELETE) and the http string to run.

ADD PROCESSING
L2 GENERAL SETTINGS

URI SETTINGS

HTTP(s) methods
GET

AUTORIZATION

REQUEST BODY

Fig. 25: URI settings.
Authorization settings

Enter the desired values.
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ADD PROCESSING

£X GENERAL SETTINGS

AUTORIZATION SETTINGS
REQUEST URI

Authentication type
REQUEST BODY
rentication & Digest)

thentication only) AP\ y authentication only)

authentication only)

Fig. 26: Authorization settings.

Body settings
Enter the desired values.
ADD PROCESSING

Q GENERAL SETTINGS

BODY SETTINGS
REQUEST URI

Type

Body

Fig. 27: Body settings.

7.3 Configuring HTTP request execution

From the Configuration/Software automation menu, add a new software automation for action: “Execute
a process”

ADD A SOFTWARE AUTOMATION

Name Time delay of the actions
HTTP command 0 seconds

Company (ies)
All companies

Editing of conditions and actions will be available after validation.
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HTTP COMMAND ADD AN AUTOMATION

EDIT AUTOMATION

CONDITIONS

No Gondition

4o

ACTIONS

Execute process - ‘ ‘HTTF‘SYNC

Fig. 28: http command using Software automation.
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8. Export queries

Audience

Experienced users or IT specialists.

Requirement

knowledge of access control, management of an FTP/SFTP/TFPS server and the ONE Sync mod-
ule activated.

Purpose

Interface your OPTIMA Box to export the results of advanced queries.

Typical use case

You want to save the results of advanced queries from access control to a folder on your
FTP/SFTP/FTPS server.

Remote FTP server
Create a folder in your FTP/SFTP/FTPS server by giving a user all rights (read and write).

Canal de contrdle

10244
65535
10244
65535

Canal de données

Client FTP Serveur FTP



8.1 General settings

Add a new process, and fill in the general parameters in terms of:
e Name
e Type: select Export Queries
e Scheduling: leave empty unless you want to specify a start date for the start of treatment
e Recurrence: select the desired recurrence
e Box "Generate a detailed execution report" checked if necessary

ADD PROCESSING

E PROCESSING SETTINGS

Name Type
EXPORT QUERIES Export Queries

Scheduling

Recurrence

Fig. 7: General settings.

8.2 Process settings

Please complete :
e FTP/SFTP/FTPS server settings

e Select the advanced query and the number of rows to save

ADD PROCESSING

& GENERAL SETTINGS

CONNEXION SERVEUR

Fig. 8: Process settings.
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